OOBA (DUO App) Customer Login

Step 1 — Customer is actually logged in for the first time but Out of Band Authentication (OOBA) must be
setup before the customer can do anything else. Customer clicks “Let’s Get Started” in the screen shot
below to complete the rest of the setup process.

AUTHENTICATION SETUP

Passwords are becoming increasingly easy to compromise. They can
often be stolen, guessed, and hacked. Our new enhanced authentication
improves the security of your online accounts by using your phone to
verify your identity. This prevents anyone but you from accessing your
accounts, even if they know your password

You'll enter your username as usual, then use your mobile device to verify
that it's you before entering your password.

Step 2 — Customer enters their phone number and the nickname of the device they wish to associate
with the phone number. The nickname is displayed in a drop down list to the customer that they can
select from (if multiple phone numbers are setup for OOBA verification with their profile) when the
system prompts for OOBA verification. The customer also must select the type of device they are going
to use to validate with, then click “text me” or “call me”.

AUTHENTICATION SETUP

COUNTRY
United States

PHONE NUMBER
(555) 123-4567

NICKNAME
My Phone

Your device's nickname is how it will be referenced when signing i later
or editing device settings

SELECT YOUR DEVICE

=[]

Can your device receive a text message?
VERIFY DEVICE

we need to verify the setup of your device. We can call or text a
verification code to use on the next step

Use other mobile device or landline



Step 3 — If the customer selected “text me” they should receive a Text Message like in the screen shot
below and they will need to key the verification code from the text message into the prompt as shown
in the screen shot below the text message screen shot.
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Customer clicks “Verify Device” at the bottom of the screen.

AUTHENTICATION SETUP

PHONE NUMBER 1 B
NICKNAME My Phone
TEXT MESSAGE ON Yes
DEVICE SELECTED i0S

Enter the verification code that you received below.

VERIFICATION CODE

123456

Didnit get a message? Resend Verification Code

Enter the wrong phone number? Start the process over

Step 4 — The customer can choose to skip the duo mobile setup if they’d like, by clicking “SKIP THIS
STEP.” If they skip, they will click “Complete Setup” on the next screen they see. If they want to
complete it they will need to click the “USE DUO MOBILE” option in the screen shot below.



AUTHENTICATION SETUP

Duo Mobile is an application that runs en your phone and helps you
authenticate. Without it you'l still be able to log in using a phene call o
text message, but we strongly recommend that you use Duo Mobile to
authenticate quickly and easily.

WHY USE DUO MOBILE?

«Its fast & easy - one click Approval/Denial
« Works in any country

« Doesnit require cell service

INSTALL THE APP
Select “User Duo Mobile” and receive two text messages

1. THE FIRST MESSAGE WILL GONTAIN A LINK TO INSTALL THE DUO
MOBILE APP. PLEASE CLIGK THE LINK TO INSTALL THE APP.

2. THE SECOND MESSAGE WILL CONTAIN A LINK TO ACTIVATE YOUR
ACCOUNT. PLEASE CLICK THE LINK TO ACTIVATE YOUR ACCOUNT IN
THE DUO MOBILE APP.

USE DUO MOBILE

SKIP THIS STEP >

If the customer selected the “USE DUO MOBILE” option, they will receive the following text message
from 386732:
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(313} 2440506

Download Mobile App:

To activate the Duo Mobile app,
click this link:
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From the text message above the customer will need to click the link for “Download Mobile App”. This
link takes the customer to the app store where they will be prompted to allow the link to open then
they will see the download screen to be able to install the DUO app as outlined in the screen shots
below.
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Once Duo Mobile is installed the user will need to go back to their text message and click on the
“Activate the DUO MOBILE APP” link which opens the Duo Mobile app where they must agree to allow
push notifications. Once they agree they will see the Dieterich Bank line listing at the top of the screen.

Screen shot of both are included below. User should now go back to their Dieterich Bank Mobile App to
complete setup.

Accounts Add e

Dieterich Bank
Dieterich Bank

Passcode eeeeee Show



Step 5 — User login and OOBA and, if chosen, Duo Mobile setup is complete. User can choose to add
another device or they can choose to “Complete Setup”. If the user choose to “Add Another Device”
they will prompted to complete steps 6-9 again.
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Congratulations! You have finished the enrollment process
Now let's set up some natifications to help keep you up on top
of your accounts and money.

You can also add another device at this time.

ADD ANOTHER DEVICE

COMPLETE SETUP



